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Dich vu dam may qudc té dat tai Viét Nam

Our Services

# Cloud services
% Telecommunication services

www.zendcloud.vn
» +84 90 661 8181
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Dam may siéu hdi tu

Dich vu dam may ZendCloud, van hanh trén
nén tang siéu hoi tu verge.io, mang dén mot
ha tdng hgp nhat manh mé, tdi uu hiéu suat,
tich hgp day du tinh nang hién dai véi chi phi
hop ly.
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@{T Hiéu suat t6i da
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An toan bao mat

% 6n dinh dai lau

& verge.io

@} Pau tu hiéu qua

X’
—




Vi sao khach hang nén chon ZendCloud?

OnDinh

Cdéng nghé verge.io str dung mét hé diéu
hanh duy nhat dé tich hop tat ca tai
nguyén phan cung, gitt cho hé théng
hoat déng 6n dinh va nhat quan, bén
canh do tinh ndng ndng cap khéng gian
doan giup ZendCloud cung cép dich vu
xuyén sudt cho khach hang.

An Toan

Hé diéu hanh vergeOS st dung nén tang
(firmware) bao méat tich hop, duoc ky so,
bao vé hé thdéng khdi tdn céng tir ma déc
(rootkit va boot-loader), tdng cudng dé an
toan cua ha tang ZendCloud ngay tir I6p
nén tang, thuc hién ma hdéa dir liéu trong
truyén tai, luu trir, xdy dung co ché phat
hién ransomware va phuc hoéi vuot troi.

Hiéu qua

Hé théng hoé tro nhiéu tinh ndng manh mé
don gian hoéa viéc van hanh va tuan tha,
cung gia dich vu hop ly giup khach hang
giam chi phi dang ké va mang lai hiéu qua
kinh doanh.

Networking

Compute

Disaster
Recovery
& Backup

Storage

Tenancy

Doi t
Doanh nghiép, co quan nh
y té, gido d



Cong nghé siéu hoi tu thé hé mdi

Ultra-Converged Infrastructure
Mot nén tang hop nhéat
quan ly toan bé tai nguyén

El/
Chi phihop ly Giam chi phi van hanh
Khéng phu thuéc Giao dién quan ly tap trung
phdn mém ban quyén dat do va tinh ndng tu déng hda cao
nhu VMware, Nutanix
@
verge.io

To6i uwu tai nguyén
o) Hop nhat tai nguyén phén phdi linh hoat
@@ = tranh 1ang phi va dé dang maé réng

Trién khai nhanh
Xay dung va mao réng S
nhanh, tuc thoi 03

04

Multi-tenancy thuc su
Kha ndng phan chia méi truong
riéng biét, bao mat tuyét doi




Ultra Converge Infrastructure

So sdnh verge.io va cac céng nghé ao héa khac

VERGE.IO NUTANIX VMWARE VSAN m

Converged
Infrastructure

Hypervisor

Scalability

Deduplication

Data Protection

Multi-Tenancy
“Secure Private Clouds”

Refresh Cycle

Admin per Cluster

Containers and
Kubernetes

Cost

Integrated Single Platform

Optimized KVM/QEMU
Same a public cloud

2 — 200 Nodes

Global inline dedupe for local and
remote site replication, Day 1

Unlimited VM & Tenant Snapshots
w/ secure remote Replication

Provision CPU, RAM, Storage, and
network infrastructure per use case

No maximum age limit on HCL
Server Requirements

K

Docker/Kubernetes Recipes
Proven 1000s Containers per Cluster

5%

Multiple support layers-
Center, ESXi, AOS, NSX, VOD*
OR, Prism, Calm, AHV, AOS

ESXiL AHV

3 - 64 Nodes

Post process, Bolt-on,
10 years late

Strict HW requirements,
no tenant level snapshots

Limited / Bolt-on, additional
support layer and cost

4 - 5 Year Refresh

KRB+

Use Nutanix Docker Volume
Use Karbon for Enterprise Kubernetes
Management

355559

Multiple support layers - Center,
ESXi, VSAN, NSX, VCD*

ESXi

3 — 64 Nodes

Per disk group, hard to manage
and support, inefficient

Limited VM level max 32,
no tenant level snapshots

VCD Bolt-on, additional
support layer and cost

4 -5 Year Refresh
KRR +

Tanzu — Container on VM

55558

Multiple support layers — aSV, aNET,
aSAN, NFV (Compute, Network, Storage
Network Function Virtualization)

Optimized KVM/QEMU, VMM (Virtual
Machine Monitor)

2 — 64 Nodes

None

Copy on write technology. Multiple
snapshots will impact performance.
Supports CDP with no additional software.

Supports Multi-Tenancy

4 — 5 Year Refresh

R

Multi-cluster management,
built-in monitoring and logging,
integrated image registry, app store and CSI Integration
with aSAN for agile deployment
of K8s workloads

$%$



DPuoc xay dung trén nén tang siéu hoi tu thé hé maoi

ZendCloud s¢ hitu nhiéu tinh ndng uu viét

Virtual Data Centers - Multi-Tenancy
Quan tri tuy bién, dé dang, hiéu qua

o
Ransomware Resiliency
Khéi phuc toan bo hé thong
vé trang thai an toan trong vai phut

Hardware Resiliency
Kha nang chiu 16i phan ctng
duy tri hoat déng lién tuc

Seamless Migration
Di chuyén lién mach hang trdm
mdy ao trong vai gidy

Automated High Availability
Tu phat hién va dich chuyén
may &o khi c6 16i phan cung

Advanced Snapshots
Mé phong céng nghé blockchain va khr trung 1dp dir liéu



Uu Viét Ve Xir Ly

Hiéu nadng xu ly vuot tréi, dap tng linh hoat moi nhu cdu doanh nghiép

GPU & vGPU
pass-through

Gan tryc tiép
GPU cho may do

Cross-platform
CPU support

Hb tro nhiéu loai
CPU Intel / AMD

Multi-guest
OS support
Ho6 tro da hé diéu hanh
may do Windows /Linux/
Free BSD

Bare metal-like
performance

Hiéu suat tuong duong
may vat ly

Live VM
Migration

Di chuyén

may 3o truc tiép
khong gian doan

Automated
snapshot & retention

Lap lich tu tao va quan ly
vong ddi snapshot




Uu Viét Vé Luu Trir

Tinh ndng luu trir théng minh, an toan, hiéu qua cao

Multi-Tiered
Storage Levels

Tu ddng chon 16p luu trir
phu hgp loai dir liéu
(SSD, HDD, NVMe...)

Global inline
deduplication

Co ché khtr trung lap
giup téng hiéu qua luu trir

. 256-bit
Direct Encryption
ma,nage‘mentA Bao vé dir liéu bang
Quan ly tai nguyén ma hda chuan cao
truc tiép gidp toi AES 256
uu hoa hiéu suat

Intelligent

Data Integrity
& Self-healing
Tinh toan ven dir liéu va
kha nang tu phuc hoi

load balancing
Phan tai théng minh



Uu Viét Vé Két Noi

Két néi théng minh, bao méat, téi uu tai nguyén mang cho doanh nghiép

Network Virtualization
Hb tro da giao thirc BGP, OSPF, VLAN, VXLAN, NAT/PAT

Security Enhancement

Tang cudng bao mat
véi FW Packet rate throttling
va Micro-segmentation

Simplify Connectivity
K&t ndi da diém vdi IPsec
VPN, WireGuard VPN

Network Services Dedlcat:o! N§t>w:.|:k Redstc:ur;eﬁ
, . am Dao nieu suat on din
Tich hgp dich vu DHCP/DNS riéng biét tirng khach hang

server, Authoritative DNS

Real-time and Historical Metrics
Churc nang giam sat va phan tich mang theo thdai gian thuc



Tach biét thuc su vé tai nguyén, bao méat va quyén quan tri

Phan chia tai nguyén linh hoat
N car s ar A n vG@i Nested-Tenant
Portal quan tri rieng biet va than thien

Mo hinh tao Sub-tenant bén trong
Tenant

Cung cap WEBUI, white label
cho tung khach hang

M6 rong tai nguyén dé dang
nhanh chong

Khach hang tu mdé rdng
tai nguyén cho
Sub-tenant qua WEBUI

Co ché xac thuc da dang

Kha nang thiét 1ap 2FA, SSO va
tich hgp Azure AD, Google,
GitLab, Okta, OpenlID

i Sao luu da cap do
Giam sat hiéu qua
N . , Cho phép sao luu may ao
Cung cap co ché giam sat hodc toan bd tenant
va ghi nhat ky rd rang
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Ransomware Resiliency

Tu déng phat hién, cé lap, va khéi phuc dir liéu an toan

o

Clone dir liéu
khéng gidi han &
khong thé thay doi

Cbéng nghé 10clone cho
phép tao cac ban sao
immutability lién tuc ma
khéng anh hudng hiéu
suat, giup rollback linh
hoat khi bi tdn cong

Phat hién tan
cong sOm &
canh bao tirc thi

Coéng nghé 10fortify
chu déng nhan dién
thay doéi bat thuong,
gt alert nhanh chong
giup khach hanh tng
pho kip thoi

El

Chon dung phién
ban clone
phuc hoi

IOfortify xac dinh ban
clone t6t nhat dé khoi
phuc, giam mat mat di
liéu va tranh st dung
ban clone bj nhiém

Khoi phuc
nhanh toan dién
trong vai phut

Khoi phuc VM, ng
dung hoac toan bd
hé théng trong thoi
gian rat ngan, dam
bao hoat déng lién
tuc va giam down-
time t6i da




Advanced Snapshots

Tinh ndng snapshot uu viét va tiét kiém dung luong

& - B

Tenant Snapshot

Instant shapshots

Tao ban sao VM, volume
hodc toan bd Virtual Data
Center trong vai mili-giay,
gan nhu khéng tén thém
dung lugng nho co ché
Global deduplication

Immutable Clones

Cac ban clone khong thé
chinh stra, gilp phuc hoi
nhanh khi bi tan cong bai ran-
somware hoac 16i ngudi dung

@~ B

VM Snapshot

Bao toan hiéu suat

Cong nghé [Oclone khdng
lam giam hiéu suat hé théng
ké ca khi luu trit hang tram,
hang nghin ban clone

Dung cho nhiéu muc dich
CQETLEL

Taéi st dung cho cac mobi
trudng gidong nhau nhanh
chéng ma khéng anh huéng
tai nguyén




ZendCloud ho tro chuyé&n déi manh mé tir nhiéu nén tang khac nhau

c L O U

N zeny

10000 =0

VM i VM ' VM | VM

CLOUD WITHOUT COMPLEXITY

Physical server

Ho6 trg near-live migration
tlr nén tang VMWare

= .

Media Image
(VMX, VMDK
OVF, VHD/X)




Bao Mat Va Tuan Thi

ZendCloud tudn thu chat ché va dap ung cdc tiéu chudn qudc té vé bao mat

Tinh Bao Mat

P Co ché& va chinh sach xac thuc manh mé.
» M4 hoa dir liéu trong luu trir va truyén tai.

» Sir dung chudn ma héa manh mé (SSL & AES 256).

P Ngan chan ro ri dir liéu tir thiét bi luu trr vat ly.
P Phan chia tenant riéng biét vé tai nguyén.

Tinh Toan Ven

P Co ché phuc hoi sy cd ransomware hiéu qua.

P Khoi phuc di liéu nhanh chéng véi cong nghé
|Ofortify, I0clone.

P Tu stra chita dit liéu va tang cudong kha nang chiu
16i cho hé thdng véi I0guardian.

Tinh San Sang

P Kha ndng chju 16i phan ciing va tinh ndng auto
High Availability ddm bao dich vu luén san sang.
P ZendCloud thiét 1ap co ché sao luu dit liéu sang
site DR, ho trg khéi phuc khi site chinh gap su cd.

S HIPAA
ik

OMPLIANT

FIShA

FEDERAL INFORMATI(

(ON SECURITY MANAGEMENT ACT

NIST

Y Y S Y

FIPS
140-3_

NI N D 7




mang dén cho khach hang

Giao Dién Quan TriDon

Gian, Toi Uu Trai Nghiém

Khach hang duoc cap mot Virtual Portal quan ly hién dai, than thién.
Data Center (VDC) riéng biét. Cac thao tac tao VM, clone, snapshot...
Toan quyén quan ly tai nguyén . nhanh chéng va truc quan.

API Automation manh mé cho déi DevOps.

Hiéu Suat On Dinh, Khdng

Bi “Noisy Neighbor”

Tai nguyén dugc phan b6 c6 dinh cho tiing Tao ban snapshot nhanh chéng, sao chép
khach hang. ’ VM hodc ca tenant chi trong vai giay.
Ludn duy tri hiéu suét 8n dinh, khong bi anh Hé trg rollback chéng mat di liéu khi cé
hudng badi tenant khac trén clung hé thong. su c6.

L M& Rong Tai Nguyén

Linh Hoat Theo Nhu Cau
\ Khach hang co thé tu cdu hinh VPN bao mat, D& dang tang/giam CPU, RAM, Storage
k&t ndi chi nhanh tir xa vé VDC ctia minh. theo timg workload nga;l/ trén 'portal.
Khong can mua thém thiét bi SD-WAN hay Tra phi theo murc str dung thuc té.

firewall phtrc tap.




Ung dung Multi-Tenancy

Quan tri riéng biét, tuy bién theo déc thu cua to churc

TENANT APPLICATION OTgTENANT APPLICATION 02 TENANT TEST TENANT PRODUCTION

» Ngoai ra, khach hang cé thé quan tri phan chia theo du an, phong ban, nhém tai nguyén, ...



Danh Sach Dich Vu

Dich vu Compute

ZendCloud Virtual Machine (ZVM)

= &

ZendCloud Image Management (ZIM)

ZendCloud Kubernetes Service (ZKS)




Danh Sach Dich Vu

Dich vu Storage va Database

ZendCloud Block Store (ZBS)

ZendCloud Simple Storage Service (ZS3)

ZendCloud Database Service (ZDS)

‘ ZendCloud File System (ZFS)




Danh Sach Dich Vu

Dich vu Networking

ZendCloud Network Service (ZNS)

ZendCloud Load Balancing (ZLB)

ZendCloud VPN Gateway (ZVG)




Danh Sach Dich Vu

Dich vu Management va Security

ZendCloud IAM Service (ZIS)

‘ ZendCloud Firewall Service (ZFW)

ZendCloud Nested-Tenancy Service (ZTS)

ZendCloud WAF Service (ZWF)




Danh Sach Dich Vu

Dich vu Monitoring va Backup

ZendCloud Monitoring Service ( ZMS )

ZendCloud Compliance Service ZCS

ZendCloud Backup and Restore (ZBR)




Giao dién quan trj téng quan
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Giao dién quan tri Site
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Giao dién quan tri Tenant

zen: rpme

Counts
Tenants
Tenants
Tenant Nodes
/ /
Tenant Storage 4/6 6/8
Tenant Recipes
Tenant Devices
Snapshos Top Node CPU Usage

Logs

Subscriptions

New Tenant Runr new te
New Tenant Node

New Tenant Recipe R

Top Node Network Rates

Tenant Snapshots Expiring Soon

Top Node RAM Usage

ooopaca




Giao dién quan tri May ao

zen: pymm 00ooBeEn

Counts Snapshots Expiring Soon
Virtual Machines

Virtual Machines VMware

My Virtual Machines T - He for 3 hours
; 4/5 1/1 719 6/7 0/0 30/30 M_Window_Veeam_Ta
Drives

NICs

Devices M) Veeam _Ta

Snapshots

o 10 0

Logs

Subscriptions

New VM Top CPU Usage Top NIC Rates

CPU Usage Status M

New Drive

New NIC

New VM Recipe

New Snapshot

Top Drive Rates Top Drive Storage Usage

Statu

Logs




Giao dién quan trji May ao cu thé

Zen>> # ZenDCloud | Machines Dashboard | Virtual Machines | VM_Monitoring_192.168.1.204

Remote Console
Virtual Machine W Virtual Machine System Note
ives

Status Runr CPU 2¢co tel Westmere E56xx

NICs

Devices

Logs

> Snapshots

Permissions

Subscriptions
History

> Actions

Edit

Delete

Edit Note

Delete Note

Clone

New Drive

CPU Usage RAM Usage Statistics [+ History
New NIC -




Giao dién quan trji May ao cu thé

zen: DOOREED"

Remote Console
Drives

NICs

Devices

Logs
> Snapshots

Permissions

Subscriptions

History

» Actions
Edit

Delete

Edit Note
Delete Note

Clone

New Drive

New NIC

Drives

NICs

Devices

L8




Giao Dién Quan Tri

Giao dién console cua mady do

zen }3 #4 newtenant1 | Machines Dashboard JJ Virtual Machines WinSrv01 Console n E .
v te ted)  Status: Running Q)

WinSrv01 Console
@ Console
Change CD

Restart

o

Recycle Bin

Hard Reset

Power Off

Kill power

Hibemnate

L Type here to search




Giao dién két n6i dén site DR

:
zen e
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Remote Logs
Connection Configuration ?

Remote Tasks

Logs
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Incoming Syncs
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New Repair Server

Repair Servers

Remote Tasks

Remote Logs (CriticalError/Warning)

Incoming Sync
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Giao dién két n6i dén mady chu ESXi (VMware) & site DR

FA- g S W & 7cDCioud | Backup/ DR Dashboard

VMware About VMware Note

Edit

Edit Note

Delete Note

Virtual Machines Port 44 PIT,
Backup Jobs

Restore Jobs Default VM B

Schedules

Subscriptions

Logs

View Service

6 1 0 1

NIC History

Refresh VMs

VMware - Virtual Machines & Lasifiel 4 Service Stats |+ History NIC Stats |~ History

Power Off

Restart

Kill Power

New Schedule

Backup Jobs Restore Jobs

Storage




Bang so sanh cac dich vu tuong déng cua nha cung cap khac

1. Compute

ZendCloud AWS Azure Google Cloud
ZendCloud Virtual Machine (ZVM)
Flex VM (ISO Boot) Elastic Compute (EC2) Virtual Machines (VM) Compute Engine (VM)

Instant VM (OS-Ready, No license)

Dedicated VM

Dedicated Instance

Azure Dedicated Host

Sole-Tenant Nodes

ZendCloud Image Management (ZIM)

Amazon Machine Image (AMI)

Azure Compute Gallery

Google Cloud Images

ZendCloud Kubernetes Service (ZKS)

Amazon Kubernetes Service (EKS)

Azure Kubernetes Service (AKS)

Google Kubernetes Engine (GKE)

2. Storage
ZendCloud AWS Azure Google Cloud
ZendCloud Block Store (ZBS) EBS (Block Storage) Azure Managed Disks Persistent Disk

ZendCloud File System (ZFS)

EFS (File Storage)

Azure Files (File Share)

Filestore

ZendCloud Simple Storage Service (ZS3)

S3 (Object Storage)

Azure Blob Storage

Cloud Storage




Bang so sanh cac dich vu tuong déng cua nha cung cap khac

3. Database

ZendCloud AWS Azure Google Cloud
X RDS (Relational DB) Azure SQL Database / Azure Database Cloud SQL (MySQL, PostgreSQL, SQL
ZendCloud Database Service (ZDS) MongoDB for MySQL/PostgreSQL SErver)
4. Networking

ZendCloud AWS Azure Google Cloud
VPC Virtual Network (VNet) VPC Network
NAT Gateway NAT Gateway Cloud NAT

ZendCloud Network Service (ZNS)

Security Group Network Security Group (NSG) VPC Firewall Rules
Route 53 (DNS) Azure DNS Cloud DNS

ZendCloud Load Balancing (ZLB)

Elastic Load Balancer

Azure Load Balancer / Application
Gateway

Cloud Load Balancing

ZendCloud VPN Gateway (ZVG)

Direct Connect / VPN

ExpressRoute / VPN Gateway

Dedicated Interconnect / Cloud VPN




Bang so sanh cac dich vu tuong déng cua nha cung cép khac

5. Management & Security

ZendCloud AWS Azure Google Cloud
ZendCloud IAM Service (ZIS) 1AM Azure Active Directory (Azure AD / Entra ID) | Cloud IAM
ZendCloud Nested-Tenancy Service (ZTS) AWS Organizations (Account) Management Groups (Subscription) Cloud Folders (Project)
ZendCloud Firewall Service (ZFW) Network Firewall Azure Firewall Cloud Firewall
ZendCloud WAF Service WAF Service Azure Web Application Firewall (WAF) Cloud Armor

6. Monitoring & Backup

ZendCloud AWS Azure Google Cloud
ZendCloud Monitoring Service (ZMS) CloudWatch Azure Monitor Cloud Monitoring
ZendCloud Compliance Service (ZCS) CloudTrail Azure Activity Log Cloud Audit Logs
ZendCloud Backup and Restore (ZBR) AWS Backup Azure Backup Backup and DR (Disaster Recovery)
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